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SECTION 28 13 26.07

ACCESS CONTROL REMOTE DEVICES

PART 2 - PRODUCTS

2.01
General

A. The family of intelligent controllers and peripheral interface devices must provide an open architecture family of products that enables a choice of host software system vendor without replacement of hardware.
B. The peripheral interface device shall be used to monitor sixteen (16) inputs. 

C. The peripheral interface device shall be able to utilize a cryptographic module that can encrypt/decrypt communication with the intelligent controller, supporting AES encryption using a minimum 256 bit key length.

D. The peripheral interface device shall utilize a crypto memory chip that provides hardened protection of secrets such keys.
2.01
Technical Specifications

E. Primary Power:
1. 12-24Vdc ±10%, 350mA maximum

2. 12Vdc at 300mA nominal

3. 24Vdc at 220mA nominal
F. Communication: 2-wire RS-485, 4,000 feet using Belden 9841
G. Inputs: sixteen (16) general purpose programmable type and two dedicated for tamper and power monitor

H. Outputs: two (2) relays – Form-C, 5 Amp, 28Vdc
I. Temperature: 0 to 70 degrees Centigrade operational, -55 to 85 degrees Centigrade storage

J. Humidity: 10 to 95 percent RHNC
K. Product Compliance

1. UL294 Recognized

2. FCC Part 15 Class A

3. CE Compliant

4. RoHS (2011/65/EU & 2015/863)
5. EU REACH (1907/2006)
6. California Proposition 65
L. Offline mode operation
1. Relay Mode

i. Programmable for offline conditions
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