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ACCESS CONTROL REMOTE DEVICES

PART 2 - PRODUCTS

2.01
General

A. The family of intelligent controllers and peripheral interface devices must provide an open architecture family of products that enables a choice of host software system vendor without replacement of hardware.

B. The Linux based intelligent controller must provide decision making, event reporting, and database storage as a hardware platform. The intelligent controller shall provide the capability to host multiple 3rd party applications, in addition to its internal security application. Two reader interfaces shall provide control for two doors in addition to supporting up to an additional 64 doors, paired and or alternate reader configurations with peripheral interface devices. 

C. The controller shall communicate with the host via on-board 10BaseT/100BaseTX Ethernet port and support TLS encryption as a minimum security implementation. 
D. The intelligent controller must be capable of elaborate processes and procedures without host intervention. Once configured, the intelligent controller must function independently of the host, and must be capable of controlling access, managing alarms, interfacing with an array of hardware devices, all while providing the decision-making oversight that each system configuration requires.
E. The intelligent controller must provide centralized biometric template management and support a wide range of reader technologies, including OSDP, Wiegand, magnetic stripe and biometric.
F. Two physical barriers shall be controlled.  Each reader port shall accommodate a read head that utilizes OSDP (RS-485), OSDP SC, Wiegand, magnetic stripe, or F2F protocol/electrical signaling standards, one or two wire LED controls, and buzzer control.
G. Controller shall support, as a minimum the following open standards, BACnet, PSIA Area Control, SNMPv3/v2c, OSDP and OSDP SC. 
H. The controller must utilize a cryptographic module, like OpenSSL FIPS Object Module RE, that is validated to FIPS 140-2 thus providing a certified implementation of TLS.
2.01
Technical Specifications

A. The LP4502 is for use in low voltage, Class 2 Circuits only 

B. The installation of this device must comply with all local fire and electrical codes
C. Primary Power: 12 to 24 Vdc ± 10 %, 550 mA maximum (reader current not included)
D. Reader Ports: 600 mA maximum (add 600 mA to primary power current)

E. Micro USB Port: 5 Vdc 500 mA maximum (add 270 mA to primary power current)

F. Memory and Clock Backup Battery: 3 Volt Lithium, type BR2330 or CR2330
G. microSD Card: Format: microSD or microSDHC; 2GB to 8GB

H. Host Communication: Ethernet: 10Base T/100Base-TX and micro USB port (2.0) with optional adapter: pluggable model USB2-OTGE100
I. Serial Input/Output Module Communication: Two each, 2-wire RS-485, 2,400 to 115,200 bps, asynchronous, half-duplex, 1 start bit, 8 data bits, and 1 stop bit
J. Inputs: Eight unsupervised/supervised, standard EOL: 1k/1k ohm, 1%, ¼ watt. Two dedicated for tamper and UPS fault monitoring
K. Outputs: Four relays, Form-C with dry contacts: Normally open contact (NO): 5 A @ 30 Vdc resistive Normally closed contact (NC): 3 A @ 30 Vdc resistive
L. Reader Interface

1. Reader Power: 12 Vdc ± 10 % regulated, current limited to 180 mA for each reader (jumper selectable) or 12 to 24 Vdc ± 10% (input voltage passed through) current limited to 180 mA for each reader
2. Data Inputs: TTL compatible F2/F or two wire RS-485 standards supported. Maximum cable length: 500 ft. (152 m)
3. RS-485 Mode: 9,600 to 115,200 bps, asynchronous, half-duplex, 1 start bit, 8 data bits, and 1 stop bit. Maximum cable length: 2000 ft. (609.6 m)
4. LED Output: TTL levels, high>3 V, Low<0.5 V, 5 mA source/sink maximum
5. Buzzer Output: Open collector, 12 Vdc open circuit maximum, 40 mA sink maximum
M. Cable requirements:
1. Power and Relays: 1 twisted pair, 18 to 16 AWG
2. Ethernet: CAT-5, minimum
3. Reader data (TTL): 6-conductor, 18 AWG, 500 feet (150 m) maximum
4. Reader data (F/2F): 4-conductor, 18 AWG, 500 feet (150 m) maximum
5. Reader data (RS-485): 1 twisted pair, shielded. 24 AWG, 120 ohm impedance, 2,000 feet (610 m) maximum
6. RS-485 I/O Devices: 1 twisted pair, shield. 120 ohm impedance, 24 AWG, 4,000 ft. (1,219 m) maximum
7. Alarm Input: 1 twisted pair, 30 ohms maximum, typically 22 AWG @ 1000 ft. (304.8 m)
N. Environmental:
1. Temperature: 
i. -55 to +85 °C, storage
ii. 0 to +70 °C, operating
2. Humidity: 5 to 95 % RHNC
O. Mechanical:
1. Dimension: 8 in. (203.2 mm) W x 6 in. (152.4 mm) L x 1 in. (25 mm) H
2. Weight: 10.65 oz. (302 g) nominal, board only
P. Product Compliance:
1. UL294 Recognized, 
2. FCC Part 15 Class A
3. CE Compliant
4. RoHS (2011/65/EU & 2015/863)
5. EU REACH (1907/2006)
6. California Proposition 65
7. NIST Certified Encryption
Q. Warranty: Mercury Security warrants the product is free from defects in material and workmanship under normal use and service with proper maintenance for one year from the date of factory shipment.
2.02
Technical Features

A. Security and Network:

1. IPv4/v6

2. Host/Controller connection protected by TLS 1.2/1.1 or AES-256/128
3. Controller/IO Expansion connection protected by AES

4. Generate and load custom peer certificates for TLS

5. Port based network access control using 802.1X

6. Crypto memory chip

7. FIPS 140-2 user of OpenSSL
8. HTTPS protection for installer web pages

9. Secure cookies

10. SNMPv3/v2c
11. DIP switch toggle sets 5 minute time to disable webpage access
12. Disable default login credentials

13. Authorized IP address filtering

14. IP Client Proxy

15. Bulk erase controller and periphery devices during replacement

16. Strong password enforcement

B. Door Control:

1. Two-reader ports: Clock and Data, Wiegand, or RS-485

2. Eight programmable inputs, four relays, diagnostic LEDs
C. Access Control:
1. 2,000,000 Cardholder capacity
2. 50,000 Transaction buffer
3. If/Then Macro capability
4. Adjustable cardholder capacity
5. Supports up to 1024 inputs and 1024 outputs
D. Card Formats:

1. 16 card formats per active reader, 8 per offline reader
2. Entire card number reported on invalid read
3. 19 digit (64-bit) User ID and 15 digit PIN numbers maximum

4. PIV, CAC, TWIC card compatible
5. 255 Access Levels per card
6. Activation/Deactivation Date or Date & Time
E. Card Reader Functions
1. Multiple card format support by reader

2. Paired reader support

3. Alternate reader support

4. Elevator support

5. Turnstile support

6. Biometric device support

7. Open Supervised Device Protocol (OSDP) and OSDP SC compliant
8. Occupancy count

9. Support of multi-occupancy rules

10. Anti-passback support
i. Area-based, reader-based, or time based

ii. Nested area, hard, soft, or timed forgiveness
11. Supports host-based approval rules

12. Keypad support with programmable user commands, card input

13. Shunt relay support

14. Strike follower relay support

15. Threat level and Operating Modes
16. Host controlled OSDP reader passthrough

17. Elevator floor override
F. Database Functions
1. Encrypted database

2. Configurable card database

3. Supports up to nineteen (19) digital card numbers

4. Supports pin codes up to fifteen (15) digits

5. Programmable card activation and deactivation times and dates

6. Card issue code of up to 32 bits, ADA and VIP flags; PIV (75 bits); Smart Card (200 bits)

7. Up to 255 access levels per user

8. Ability to track people and objects

G. Intrusion Alarm Functions
1. Supports entry delays and exit delays

2. Area monitoring

3. Standard alarm masking

4. Provides control and alarm processing from the keypad

H. Supported Integrations

1. Regional IO shows IO status

2. Wireless locks

3. Map Power Supply Alarms and Events using PSIA 

4. Reader firmware and configuration download

5. Supports up to 2 RS-485 IO protocols

6. Supports up to 16 Strong Authentication Readers

7. Elevator Destination Dispatch Integration

8. Building Control (supporting Occupancy Count using BACnet IP)

I. System Functions
1. Relay count activations

2. Interoperability with older host software using Legacy Mode feature

3. Synchronize time using NTP
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